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Open banking encompasses a set of
rules and protocols that allow customers
to permission third parties to access the
banking and financial data of customers
using application programming interfaces
(APIs).
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pen banking has been touted as a solution for
O increasing competitive pressure on traditional

financial services providers and reducing the
friction and inertia that often prevents customers
from moving between banking providers, even where
the second banking provider may provide a better

product and service offering. Open banking increases
competitive pressure on incumbent banks as it allows

www.hkib.org

customers to be shown a wider range of financial
products and services from competitors - such as
better savings accounts or credit offerings - and
potentially allows customers to more easily move
to such competitors by reducing the time and
effort needed to transfer ongoing arrangements
such as direct debits for recurring bill payments.

Open banking is also helpful to incumbent banks:
where there is a two-way flow of data, incumbent
banks can also get a more accurate picture

of their customer’s profile. They can also help
incumbent banks increase customer stickiness by
allowing trusted third parties to collaborate with
banks and connect with the bank’s ecosystem to
offer a range of complementary products such

as budgeting tools, lifestyle tools and financial
wellness services.

At the heart of open banking is the power of
data and the balancing of the sharing of that
data to achieve win-win outcomes for banks and
customers, while at the same time protecting the
privacy of individuals. Such is the competitive
power of open banking that many unofficial

app products - which try to mimic the effect of
open banking by asking customers to share their
banking login credentials (and hence pose a
serious security and integrity risk) - have already
driven a number of incumbent banks to improve
and match features such as budget trackers and
dashboards to view finances at a glance.
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At the heart of open banking is the power

of data and the balancing of the sharing of
that data to achieve win-win outcomes for
banks and customers, while at the same

time protecting the privacy of individuals. ¢ e

Why has open banking stalled in Hong Kong?

One of the key reasons that open banking is so difficult to
implement is that in most jurisdictions - including Hong Kong

- incumbent banks are the data controllers of their customers’
data. That means that incumbent banks are the safe-keepers

of customer data and there are serious consequences for
inappropriately sharing data outside of the bank’s internal
ecosystem and even within the same banking institution. Open
banking is also often a one-way data flow from incumbent banks
out to new players; as such, incumbent banks providing access
to personal data assume a level of risk that currently has little
tangible financial reward when compared to the risk of opening
up their IT systems and allowing third party providers (including
competitors) to obtain commercially valuable information
about their customers, as well as exposing incumbent bank’s

IT surfaces to cybersecurity risk and potential impact on the
confidentiality and integrity of the system held by the bank.
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How can parties solve for privacy-related hesitancy?
Regulatory mandates

The key is clear regulation that ensures that both the incumbent
bank and the recipient of open banking data share the risk and
the cost of implementing trusted railways for the exchange of
data and clarity of liability should there be an unauthorised
incident relating to customer data - much the same way that
there are existing protocols and standards set up for payment
railways (such as the Faster Payment System in Hong Kong) - in
short, creating a framework of uniform guardrails for parties to
confidently share open banking data.

In the UK and Australia, a regulation-first model has been
adopted. What this means is that the governments in those
jurisdictions have set out legislative frameworks requiring
incumbent banks to engage with the open banking mandate,
along with setting up standards by a central standards-
setting body to ensure that there are clear guidelines on

how open banking APIs should be designed and minimum
requirements on security - such as user authentication and
consent management as well as additional layers of security.
For example, in the UK, the Financial Conduct Authority (FCA)
and government bodies create standards that all third parties
who want to access open banking data need to comply with in
order to participate in the open banking ecosystem. Such third

www.hkib.org

YMAIREBR B RATARR VSR 82

BEEENR

AR AR E B R SEFA T, R A IRTT MK
IRITHEBNEREWS HRRER BRI G RERR
BB PR SRR R R BARL A, A E B STRRTE
FERERHBNRERESZSHRESNE
£, SNE B A A RSz fh&@iE (& B RYIRESZ
TRAETEHR) WIFENRE—KBS =2,
FARR A& 73 HIET 8 — BRI R, LUEROM
0 FBIRIT R,

REFENRA T RALITHER, TFENEF
ZEBENBAGEER EXRARTSHE
FIMERTT, FBF & B E AR FE AR R B
ERRE, BRAEES|, SREAFRBERITRMRE
AN EENERE, URRZ S ENRKENR,
FIanmARENARRSNERE, LRI
ZERRF HINARE, ERTARER MK
BRI EIRE, FEH 2T RRABERITHIE
BYSE =5 I97REST, A Al MMANRKIRTT R 4. 18
EE=FBEARRBUER, ERAHRGENR
RR—HRENERREFRE, LRZZERR
i, A Al EOE R IIRTTBVIRIR . BB, B
IRTTARANERFTRARETRBANRE, K
RITRRBIFRE 2B RET R, WA
5152 BAH B B B BURHER) CEUN B ERTTHIE
BEEE), FRAEEEHENZNRE, 5
BHEBREAST NS ERARIER; TE
BRGIET, AAEEMRFLEEERE

BRBENE=A, 7 UENEEEHBER

o

B MR B RBERIT AR AT, BRERNER
B, EENRTEMEZFIRBETRYER
PR BV HI E E B SR BMEN A CE =M, H1E
JEFEARITEE LMD ZEE, WERNE
PRSI B R B2 T, EBRRBKIRITH
ERIRVEREE, TEREDHSHES
ANERBED ZNEETH. AMHIEERE
5, DERRERITIGIE ™ 1%, I E WA EE
FRERTTER Z B MBIITAR, B REREFTR AT R
BZHEAREE, UBRBRITEE=7
FHIERRRB A, BBEFEARL.ES
Z, ARNRERITARE RERMAKRITHRE
ME=FLTETEENR, ALERAREE
THEBEIEZH+ IR AERERBELE
S HERBBERITRRT, ERRRERBNE
ZHRBRHER-BREELF FERAT
DEH.

05

MAY-JUNE 2022



06

COVER STORY
H @ & B

parties must undergo an independent audit to demonstrate that
their systems and security meet the minimum standards at the
outset and undergo periodic testing to maintain their access

to the open banking environment. At the same time, open
banking regulations set out clear rules that apply industry-wide
to all participants in the open banking ecosystem. Similarly in
Australia, legislation setting out the consumer data right (which
forms the basis of the open banking regime in Australia) creates
clear requirements regarding consumer data sharing, alongside
standards for the format and process of sharing that are set

by the Data Standards Body, all underpinned by a system of
only allowing third parties accredited by the local competition
and consumer regulator to access the consumer data right
ecosystem.

The relative success of open banking in these jurisdictions
would not be possible without the legislative and regulatory
guardrails and importantly, the vetting of third parties based

on a well-understood industry-wide system. Though there is
room for improvement, the system allows incumbent banks to
share data confidently and with clear visibility of liability risk of
doing so. By contrast, in Hong Kong, the open banking system is
far less regulation-heavy. Instead, the Hong Kong model relies
on market participants to negotiate bilateral arrangements

to facilitate data sharing. The dynamics of the local market -
and in particular, the dominance of a handful of major banks

- combined with the lack of clear industry-wide regulation on
how open banking should be implemented and the lack of a
safety net of government-accredited third parties, means that
the risk of sharing data by incumbent banks with third parties
is disproportionately high compared to the potential benefits.
Simply put, the ability to scale any data sharing arrangements
is limited by the need for bilateral private negotiations between
the incumbent bank and a third party wishing to leverage open
banking data. Even those banks that have already started the
process of truly engaging with open banking have lamented
that choosing third party service providers (even where they
have received accreditation) is a major undertaking and requires
a substantial level of diligence and effort.

In Hong Kong in particular, open banking has stalled at phases
3 and 4 of the Hong Kong Monetary Authority’s (HKMA) open
banking plan. Phases 1 and 2 were not particularly difficult to
achieve, as the information to be shared related to generic
product information that could be gleaned from public sources
and price comparison websites. Phases 3 and 4 are much more
difficult to surmount as they involve the sharing of identifiable
customer data and transaction history - which is also where the
real promise of open banking lies.
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Other solutions

Rather ingeniously, the HKMA has approached the glacial
pace and reticence of incumbent banks to engage in the
process by flipping the open banking concept with its
Commercial Data Interchange (CDI) initiative. Rather than
focussing on incumbent banks being required to open

up their data to new third parties - the conventional way

in which open banking is thought about and which does

not give incumbent banks much commercial incentive to
engage - the CDI is about obtaining data from small-medium
enterprises, with their consent, and sharing the data with
the banks. In other words, banks receive a new data stream
that translates far more easily into a business case and
return on investment evaluation practices. Given that Hong
Kong has authorised eight virtual banks, that in addition to
incumbent banks add a new layer of dynamics and choices
in the retail market and are likely to expand further into the
SME and private wealth markets, this approach complements
the HKMA'’s strategy of creating an innovative, yet trusted,
banking ecosystem.
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Simply put, the ability to scale any data

sharing arrangements are limited by the
need for bilateral private negotiations
between the incumbent bank and a third
party wishing to leverage open banking

data. 99

This is an exciting direction as it allows for interesting
business models to emerge - for example, rather than waiting
for the SME to seek credit of its own accord, credit could be
proactively sold to SMEs that are right-sized for the specific
enterprise based on the data of their past spend, financing
needs and predicted business growth in combination with
the use of artificial intelligence to assess risk and credit.
Many innovative challengers are already looking at ways to
do this, and creating a government-endorsed channel for
doing so via the CDI. In the process they are challenging the
dominance of e-commerce platforms that currently hold the
vast majority of alternative credit scoring and SME data,
which can help to move innovation in the right direction.

Private data trusts

To help facilitate the progress of Phases 3 and 4 of the open
banking roadmap, what can parties do? As already discussed,
the biggest risks for these phases are data security,
authentication authorisation and controlled access to APIs.
While Hong Kong operates with a relatively hands-off style
of government, the HKMA is wary of allowing the sharing of
customer data without the comfort of knowing that the data
will be adequately safeguarded.

One method of resolving this is a market-driven data trust
construct. Data trusts are a method of sharing data via an
independent third party trustee or board of trustees charged
within a coalition of members using common rules for data
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security, privacy and confidentiality to connect their systems
and form a new shared repository of data. In other words, a
private agreement between interested parties that sets out
a contractual framework of responsibilities, expectations
and liabilities of entities that contribute data to the data
trust and entities that access and use the data in the data
trust. The trust would be charged with the ultimate goal

of acting as a fiduciary of the data in trust and therefore
protecting the interests of the individual to whom the data
relates. This dovetails with the HKMA’s current roadmap

for privacy agreements between parties to implement data
sharing, but rather than relying on hard-to-scale bilateral
arrangements, it allows parties to agree at an industry level
on uniform rules. It could also allow for the contributors

of data to obtain a fair payment or commercial return in
exchange for the contribution of data - for example, a
sliding scale of commercial return depending on the volume
and quality of data contributed by a party. While a market-
driven data trust construct is likely to raise eyebrows among
proponents who are against the selling of data for gain, in
truth, the exchange of value or commercial benefit for data
already occurs (albeit in less explicit ways) throughout the
business world. To shift the data sharing needle forward,
data trusts may well be a way of ensuring that data can be
shared in a transparent way for the mutual benefit of both
businesses and consumers.
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